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Abstract

Most of the technological facilities of the oil and gas industry have a spatial distribution. Therefore, the mod-
ern approach to the automation of such enterprises implies the widespesafdgeographic information systems.
It is necessary to find out how effective and useful the use of GIS is in the modern world.
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Abstract

This article discusses the analysis of the efficiency of the developftirtBavlinskoye field. The dynamics
of development indicators and the main technological indicators are described. Methods of impact on the bottom
hole zone of the formation are considered.
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Abstract

The results of solving the cosmological problem formulated by A. A. Friedman, J. Lemaitre, and G. A. Gamov
are presented. The author seeks to identify the characteristic facets of the movement of the universe with expan-
sion. Thearticle paysspecialatteriion to clarity.
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Abstract

This work is devoted to the study of the electronic structure, optical propertietesirit resistance of the
epitaxial layers Co%iSi produced in the ultrahigh vacuum conditions (p=P@) by the molecular beam epitaxial
method on Si surface (111). It has been shown that the forbidden zone width of sofifiliGe & 0.50.6 eV and
there are two maximal of the electron state density in the valence zone. These films have the low specific resistance
(p=2025 Oq. cm) .

Keywords: silicon, epitaxial, structure, vacuum, electron, zone, temperature, spectroscopyntodS&iular
beam epitaxal method, electrospectroscopic, silicide, peaks, spectra, films.

1. Introduction in all caseswas 100U, meanwhile,CoSi2 film with

The good structural concordance 8f CoShp, thickness about 380 was formed. fie onesteppro-
CaF; and hence the growing of multiyer systems cessesvere studiecanda two-stepgrowth. With two-
from the layers of those materials combination hee t stageincrease irthe growthof the film took placein
first prerequisite to create devices wits unique speciftwo stageswith different mode®f growth.
cations. The creation of tt#&-CoSp-Si epitaxial struc- This work is devoted to the study of the electronic
ture allows the manufacturing of new type of ultrahigtstructure, optimal properties and electric resistance of
frequency devices, e.g., transistors with metallic antthe epitaxialCoSp/Silayers produced in the ultrahigh
permeable base. The main prislei of such transistors vacuum conditionspe107 Pa) by the molecular baa
creating is based on the change of the semiconducepitaxial method orSi surface (111). The optimal
base to the material having low electric resistance clogeowth temperature is T=8%0and the optimal ratio of
to the metal one. In this respect, the more suitable milews SiCois 2:1. The films of the thickness d=500
terial proved to b€oSp films [1-4]. U have been studied [5]. The studies were conducted

By now the regularities ahe CoS film epitaxial by Auger electron spectroscopy (AES), setary ion
growth on the Si single crystal surface have been studiass spectrometry (SIMS), photoelectron spectroscopy
ied. The optimal conditions of producing the uniform(PES) and high energy electron diffraction (HEED).
films have been determined, the type and parameters of 2. RESULTS AND DISCUSSION
the lattice, as well as the electric physical properties of Before the measurement of tl®Sp films were
these fims have been investigated. annealed in the ultrahigh vacuum conditiops1(0”’

In the article the results oépitaxial CoSi2 / Si  Pa) at T=9001000K for 3-4 hours. After the treatment
(111) formedby MBE, TFE andRA. Cobaltsilicide on the HEED pictures taken for the fimswith 1 50 U
layersgrownon substratesuch asSi doped by phos- the bright sharp point reflexes on Laue arcs were de-
phorus4,5, Si doped by boror7.5, Si doped by boron tected, that corresponds to the pure atomic smooth sur-
-10. The growthof thefilms produced irultrahigh vac- faces.
uumMBE installation Beforeepitaxial growthsurface The photoelectrons spectra for t8¢(111) and
of the substratewere subjected tohemicalcleaning CoSp films (d&=2 00 U) mbé ald.BeVakk at
and specialcleaningvacuum Detailed description of given in fig. 1.
the installation ofthe MBE and purification methods
containedm [5]. The thicknes®f the depositedobalt
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Fig 1. The photoelectrons spectra for the Si (111) and £o0%$i | ms

The abscissa axis is the electtiinding energys

dN
dE

£y

—4

-2

U)

measured a

and the surface states apparently take part in the for-

taken relative to the Fermi levEE. It is seen that the mation of peak A. In th€€oSp case the presence of
shape and position of the main peaksSiand silicide peak B is connected with the electrottigation from

are visible distinguished from each other. In the |8ire the generalized (8Si and 3I-Co) state, and peak C
case the presence of peaRs(, E) is explained by the from the 3s state @i
electron excitation from8 3s states of valence elec-
trons and from the surface states. Both the 3p electro@eSp defined according to the photoelectron spectra
(fig. 1) are given in table 1.

The parameters of the energy zones Sorand

Tablel.
Zone and energy parameters of Si and €o0Si
Zone parametergV
Sample f ( E, G Ve
Si 5.1 4.7 1.1 4.0 0.3
CoSp 4.9 4.9 0.5 4.4 i

decreasing (2 times) of the forbidden zone wigjithe

It can be seen from table | that fr@mno CoSp the

The electric resistance of ti@oSs films was de-

fined by the 4probes method [6]. The experimental re-

straightening of the zone band and some increasing @iflt had been showed that in the case of the very thin
the electron affinity value occur.

The value of the both photoelectrbrand thermo on both thickness and temperature of the film formation

fi

| ms

(d>100

U) the

speci fic

electron(i work functions forSiandCoSi do not sharp and in the solid films @ (d>1061 5 0 0) it depert
differ from each other. FaCoSp Fad. Soitcanbesup- mai nl'y, on the formation temp
posed tha€oSp is the degenerated semiconductor witHor the CoSg films growing at the different are given
the whole conductivity. The high electric conductivityin table 2.
of Cosilicide can be due to this fact.
Table 2.
The dependence of | on the temperature for
J,0qcm
T.K dd60 U dd200 U
600 250 110
750 i 50
900 150 20
1000 120 20
1100 i 40
1200 120 70
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So for the film widthdd 6 0 U t h ¢ bev a | uTde optital properties @0Sp/Si(100) films have
comes higher and even at the optimal formation tenbeen also studied. Fdne example the dependence of
peratures it is about 121600 q . .t is mainly due the light reflection coefficient on the light wave length
to the fact that the film is not solid. The solid fimsf o r t h tickre€sGilm & given in Fig.2. It was
(@200 U) gr owW50K glso have the fighOshown that within the whole studied range of light wave
resistance. This fact is explained by insufficientordel- engt h & t he k value increase.
ing of the structure and by the high density of the point Ho we v e r ;2.50tberincreasirgy is small and
defects. The taperature increases of the film growthits value do not exceed #5%. The considerablein-
upto9001 000 K results t h25 schraerap ijn gd eoccrceuarssi Ohgfeagai@xii ng wi t
O q . )cthat is connected with the essential crystal pemately coincides with the edge of fundamental absorp-
fection improvement of Cogifilm. The further for- tion CoSp. At Oahel? aafle becomes leshan
mation temperature increases (T>1100 K) is accomptie forbidden zone widthEga O . of CoSp and
nied by the specific resistance increasing. That can deence the absorption coefficient sharply decreases. Ap-
due to both the island film formation and the enrichparently, that results in some increasing of the light re-
ment of the surface with silicon owing to silicon diffu-flection coefficient.
sion through the film.

K, %

40

=0

20

10

0 .
1.0 1.5 20 25 30 A, mikom

Fig2.The dependence of the I ight refl ect ithwknessfilmef fi ci en
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Abstract

Although the methods for obtaining nanostructured coatings are quite diverse, they are all based on the mech-
anism of intense energy dissipation, generalized in three stages of formation. At the frsthetagucleation
process takes place. The second stage is the formation of amorphous clusters around the nanocrystalline nuclei,
which, in the third stage, are combined into an intercrystalline phase with the formation of a dissipative structure.
In relaion to our problems, we used the solution of the Stefan problem by replacing the electron flux with the
adatom flux on the substrate surface. Then, for the flux density of atoms or ions forming the coatings, we obtained
an equation that includes the z@mler Bessel function, which shows that the process of formation -glésma
coatings is consistent with the island model. The work experimentally investigated the effect on the structure and
physical properties of coatings of the following parametelesgure of the reaction gas in the working chamber;

W
s
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base potential; arc discharge current; properties of the cathode material; substrate temperature. Their optimal val-
ues for the generation of multicomponent flows have been determined. It is also shdta thiatohardness and
Young's modulus decrease with a decrease in the fractal dimension of the structure epthemancoating.
sdzt yjor j ddpdiasE & d MlsOdzdz, Y 8Cter sdj, HdMMdy oOoydvw, L OHOYO
Keywords: nanocrystal, coating, dissipation, Stefan problem, microhardness, fractal.

Introduction Frenkel, Zel'dovich [6].

Among the methods of applying protective coat-  Despite various modifications and refinements of
ings based on the action of highergy particle and the classical theory of nucléan and its completely
quantum fluxes on the surface of a pagcuum ion  correct qualitative description of the process of nuclea-
plasma methods are attracting great attentiod][1 tion of crystallization centers, it is still far from the
Their characteristic feature is the direct conversion afgreement of the experimental and theoretical data.
electrical energy into the energy of technological imThis is due to the following circumstances:
pact, based on structuphase transformations in the - the theory is basedhahe rough assumption that
condensate deposited on theface or in the very sur- microscopic clusters of atoms have macroscopic char-
face layer of a part placed in a vacuum chamber. acteristics (in particulal) and, in general, equilibrium

The main advantage of these methods is the pos#iitermodynamic parameters;
bility of creating a very high level of physical and me- - practically, in all works devoted to the initial
chanical properties of materials in thin surface layerstage of the emergence of a new phasauding works
the application of ense coatings from refractory chem-of recent years), the formation of a metastable phase is
ical compounds, as well as diamelilkce ones, which considered instantaneous;
cannot be obtained by traditional methods. In addition, - the theory (and its modifications) contains a
these methods allow you to: number of parameters that do not have a strictly quan-

- to ensure high adhesion of the coating to the sukitative solution.
strate; With regard to our problems, we modidighe

- uniformity of coating thikness over a large area;cluster formation model proposed in [7]. For the equi-

- vary the composition of the coating in a widelibrium number of atoms in a cluster, we obtained:

range, within one technological cycle; o - 2
- to obtain a high purity of the coating surface; N. = al.in N, O"G Q )
- ecological cleanliness of the production cycle. 0 n kT & ’
1. Formation of ion-plasma coatings G 0 -

To improve the operational properties of parts of ~ Let us estimate the number of particles in a cluster
mechanisms and machines, special steels and alloysre r coating titani dfn @i 001ide:
used, the volume of world production of which is stead?(ng)/nod 0. 02 ; & T= 30D K.3lBen M&0
ily declining. This is due to both their high cost and th&0 titanium atoms. The value obtained by us correlates
development of new technologies that mikmossible with the number of atoms N in the nucleus during the
to increase the hardness, wear resistance and othemogeneous formation of nanoclusters of various
properties of parts made of cheaper grades of steglet al s. I n this case, the cl u.
Such technologies include methods of cherrilsat- The third stage of coating formation is even more
mal treatment of parts and the application of specigomplicated, when the growth of the film is determined
coatings to them. One of the metisof chemicather- by the conditions at the mobile interface. Problems of
mal treatment of steel parts is the method ofgtasma t hi s ki nd are called the fnASt
nitriding. In recent years, this method has been activefpathematical point of view, boundary valproblems
studied both theoretically and experimentally. A numof this type are fundamentally different from classical
ber of industrial installations for igplasma nitriding Problems [9]. Due to the dependence of the size of the
have been cated in different countries. Although the flow transfer region on time, the classical methods of
methods for obtaining nanostructured materials argeparation of variables and integral Fourier transforms
coatings are quite diverse [5], they are all based on tAée inapplicable to thitype of problems, since, while
mechanism of intense energy dissipation, generalizégmaining within the framework of classical methods
in three stages of formation. At the first stage, pno-  of mathematical physics, it is not possible to coordinate
cess of nucleation takes place, which, due to the lack & solution of the equation with the motion of the
appropriate thermodynamic conditions, does not tranghase interface.
form into mass crystallization. The second stage is the ~Any attempts to analytically obtain an exaotu-
formation of amorphous clusters around the nanocry8on to a generalized boundary value problem in a do-
talline nuclei, which, in the thir stage, are combined main with a boundary moving according to an arbitrary
into an intercrystalline phase with the formation of daw led to a system of Voltaire integral equations of the
dissipative structure. second kind, which could not be solved due to the com-

Each of these stages is a complex process. Suffipiexity of the kernels of the eqtian of the system [9].
it to point out the process of formation of new phas@n overview of modern achievements in solving the
embryos, the theory of which has been developing fétefan problem is given in the monograph [10].
more than 100 years and the basic provisions of which ~With regard to our problems, we used the solution
were laid down by Gibbs and then developed b9f the Stefan problem proposed in [11], replacing the
Vol mer, Becker and D°r i éegtonflewithghe adrtgniuikzomthe suksiratesshre v |

face. Then, for the flux density of atoms or ions forming
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the coatings, we obtain the foIIowing equation: where Jis the zereorder Bessel function;-rcur-
rent coordinate; R is the geometric size ofdhbstrate;

r (r, t) =COHSD ro 1 . (2) D) is the speed of the phase separation. The graph of
E (t) the functiony (r) is shown in Figure 1.
A1)
r 3
} t i t > Jr
0 R

Figure 1- Graph of the function(r) forr >0

From Figure 1 and formula (2) it follows that the Let's make one more remark. Taking into account
flux of atoms forming the coating disintegrates, formthe surface tension at the interface leads to a significant
ing "islands". Our result is consistent with the islanahange in the kinetics of the fornwatiof coatings. Fig-
model of the formation of ioplasma coatings [12]. It ures 2 and 3 show the structure of two multiphase coat-
also follows from formula (2) that with @ncrease in ings with different surface tension.
the growth rate of the coatirfigt), the atomic flux den- In the first case (Figure 2) we observe open dissi-
sity decreases and this leads to a deterioration in thative structures, and in the second (Figurea3ylob-
quality of the coating. This situation is typical when thailar structure. We will discuss in madetail the effect
thermophysical parameters of the substrate and the af-surface tension on the structure of coatings below.
plied material areery different. To remedy this situa- Within the framework of the Stefan problem, we know
tion, it is necessary to use composite (multiphase) catbf only one work [13], in which the role of surface ten-
odes for coating. sion is taken into account.

Figure 21 Figure 37
AFM image of the surface of the 2 coating AFM image of the surface of the-Ahcoating

2. Influence of technological parameters on the arc discharge current; properties of théhode mate-
structure of ion-plasma coatings rial; substrate temperature. Figures 4 and 5, as an ex-
The following parameters have a direct effect ommple, show electron microscopic and AFM images of
the structure and physical properties of coatings olsomposite coatings at substrate temperatures of 350
tained by iorplasma deposition [#, 12]: pressure of and 450 AC.
the reaction gas in the working chamber; base potential;
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Figure 4- Electron microscopic image ZAl coatings
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Figure 5- AFM image of the ZA\l coating

Figure 4 shows that attoslippage aipng gran boundaries (rotatiobé@ajAC, t he
zinc phase coagulates into larger fragments, while the this case, to further increase the hardness, it is re-
rest (most part) becomes more uniform. This is clearlguired to slow down the sliding process along grain
seenin the AFM image (Figure 5). A similar situation boundaries. Such deceleration can be achieved through
is observed for other coatings. the formation of a corresponding nanostructure with
The optimum substrate temperature for all compaostrengthening of grain boundariesing multicompo-
site coatings was found nemflowse about 400 AC. The refin
ment of the grain structure of the coating material with  Figure 6 shows an electron microscopic image of
an increase in thsubstrate temperature is accompaniea C-Mn-Si-Cu-Fe-Al + Ti coating in an argon atmos-
by an increase in hardness to a certain critical averaglkere. Titanium grains with a size of 1 to 10 microns in
nanograin size. A decrease in hardness with a furthétameter are clearly visible. Materials with such a grain
decrease in the average grain size in the coating is dsiee are usuallgalled coarserystalline [1].
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Figure 6- Electron microscopic Figure 7- Electron microscopic image of the
image of the GMn-SiCu-Fe-Al + Ti Cr-Mn-SiCu-Fe-Al + Ti
coating in argon coating in a nitrogen atmosphere

The results of quantitative XPS analysis showegreferred orientation (presumably in the (200) direc-
that the content of Mn, Si, Cu and Al is less than 1 wtion), which is also different from the spherical sym-
%. In a nitrogen environment, the structure of the coatretry of pure titanium microcrystallites (Figure 6).
ing changes dramatically (Figure 7) due to the for- Anincrease inthe arc discharge current leads to an
mation of titanium firide. In this case, the averageincrease irthe thickness of the coating; however, with
grain size is (10@50) nm. Such coatings are calledan increase in the current above 130 A, the perfection
submicrocrystalline [1]. The results of a quantitativeof the structure decreases and the amount of the droplet
XPS analysis of the @vin-Si-Cu-Fe-Al + Ti coating phase sharply increases, which is the reason for a de-
in a nitrogen atmosphere showed that the contents @kase in the adhesion strength of the sulestmathe
chromium, titanium, and nitrogen are close to eaclcoating (Figure 8). At a low discharge power (arc cur-
other. This suggests that in addition to the formation e&nt < 2030 A), due to a decrease in the ionization co-
titanium nitride, the process of formation of chromiunefficient of the plasma, neutral particles of the reaction
nitride is also taking place. Figure 7 shows that micrggas and cathode are "walled in" into the film, which
crystallites of titanium and chromium nitridésive a contributes to an increage the concentration of coat-

ing defects (Figure 9).
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Figure 8- The appearance of a droplet phase wit Figure 9- Increase in the concentration of defects
an increase in current over 130 A for a composit  the Mn-Fe-Cu-Al coating at low discharge power
coating CkMn-Si-Cu-Fe-Al (AFM image) (AFM image)

We have investigated the dependence of the propeference vdhge, cathode material, conditions of fix-
erties of composite coatings on the nitrogen pressureiitg and heat removal, and the time of cleaning and
the working chamber; in this case, the current strengtbpraying processes remained constant. Table 1 shows

the results for microhardness.
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Table .1
Dependence of coating microhardness onpgassure in the chamber
Residual gas pressure Vickers microhardnes$iV
in the chamber, mm. hg. ar| Al-Fe Zn-Cu-Al Zn-Al Al-Fe
108 0,662 - - 0509
107 0,660 - - 0,512
10° 0,600 0,573 0,569 0,514
10° 0,610 0,600 0,520 0,470
At a nitrogen pressure P = (0.0881) Pa, a fine L(/\)llD
dense texture is formed, close to the stoichiometr O=—"7. (4)
composition, which is characterized by the optima S(/\)l’2

from the point of view of metallic properties, the ratio where D is the Hausdorff fractal dimension of the
of the metallic ad ionic components of the bond. lnstrgcture under consideration.

this case, the content of the droplet phase decreases, an Ratio (4) does not depend on the size ofithetal

the number of pores and delamination increases. With,tre but depends on the choice of the standard of

a further increase in pressure, a large number of frqeee ngth a si nc e-simiaréoundanyn gt h o f

ionsleadstoasharpincreaseinthenumberofporgsr the fractal L(4a) depends ot

and delamination. with which it is measured and
After analyzing the results of the study, x ;

_ Y, W€ Caljactal area remains finie as & Y 0 and i s d
conclude that the samples obtained at a nitrogen pr=- AN — NIA2
sure P = (0.08D.81) Pa have the most uniformly dis- (M) =N, (5)
tributed fine dense structure, the minimum contentof where N i s the nunfher of C €
the droplet phase, poresagging, exfoliation and the quired to cover a flat fractal.
highest values of microhardness. In general, fractal structures with selfilar

3. Fractal structures of multiphase coatings boundaries satisfy the perimetmea ratio [14]:

To show that the structure under consideration L (N _C,\l.D[ A ]D/2
fractal, it is possible to use the ratio of the perimeter a ( ) - S( ) ' (6)
area of planar figures in relation the structures where C is the coefficient of proportionality.
formed in the surface layer of the material. It is known  Relation (6) is observed for any standard of length
[14] that for each family of flat geometric figures, thed , smal | enough to measure th
ratio of the perimeter L to the area S: sets. We calculated fractal dimensions from AFM im-

L ages at the height of the median plangyFé 10). The
g= (3) lower the value of the fractal dimension &f the con-
Sl’ 2 tours, the more largscale structures are present in the

remains constant and does not depend on the si¥@terial. The value of the fractal dimension of the
of thefigure. structure determines its spatial character. Accordingly,

However, if the structure is fractal, then, as showfhe lower the Pvalee, 't he more fi sl ando
in [15], it should be replaced by has.

S NN
| i <::><’

Cr-Mn-Si-Cu-Fe-Al Zn-Al Mn-Fe-Cu-Al Al-Fe
Figure 10- Fractal structures of multiphase coatings

Table 2 shows the measured values of physicatructure. Note also that the fractal dimensodrthe
quantities for coatings with a globular structure. Tableoating structure is lower than the fractal dimension of
2 shows that microhardness and Young's modulus dite metal substrate structure
crease with decreasing fractal dimension of the coating
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Table 2
Values of microhardness and elastic modulus for coatings with different fractal dimensions
: , Fractal
. . Microhardness, Young's modulus, : .
Composite coating dimension
GPa GPa
structures B
Cr-Mn-Si-Cu-Fe-Al 55,0 0,6 1,89
Zn-Al 42,0 0,5 1,81
Mn-Fe-Cu-Al 36,0 0,3 1,79
Conclusion 3. Azarenkov N.A., Sobol O.V., Pogrebnyak

The main results obtained in this article are as folA.D., Beresnev V.M. Engineering of vacugptasma
lows: coatings.- Kharkov: Publishing house of KhNU im.

- from theexperimental data given in the article, itkaramzin, 2011- 344 p.
follows that before using the cathode for -jolasma 4. Krivobokov V.P., Sochugov N.S., Soloviev
treatment of a material, it is necessary to investigate ilsA. Plasma coatings (properties and applications).
microstructure and make sure that this cathode is a solidmsk: Tomsk Polytechnic University Publishing
solution; House, 2011- 137 p.

- it is shown that the XPS mettianakes it possi- 5. Psakhie S.G., Zolnikov K.P., Konovalenko 1.S.
ble to determine the composition of the coating witlSynthesis and properties of nanocrystalline and substruc-
high accuracy, which is very important for the directedure materials. - Tomsk: publishing house Vol.
synthesis of composite coatings with desired propethniversity, 2007- 264 p.
ties; 6. Chernov A.A., Givagizov E.l., Bagdasarov

- it has been shown that the AFM method makes Kh.S. and others. Modern crystallography. Crystal for-
possible to build a bridgbetween the atomic structuremation.- M.: Nauka, 1980- V. 3.- 408 p.
of the coating and its macroscopic properties; 7. Yurov V.M. Energy storage in dielectrics un-

- the influence of the following parameters on thaler irradiation with ionizing radiation // Bulletin of
structure and physical properties of coatings obtaind€SU. Physics, 2008No. 3(51).- P. 3543.
by the method of iojplasma deposition was experi- 8. Lyubov B.Ya. The theory of crystallization in
mentally investigatedpressure of the reaction gas inlarge volumes: Moscow: Nauka, 1975.256 p.
the working chamber; base potential; arc discharge cur- 9. Kartashov E.M. Analytical Methods in the
rent; properties of the cathode material; substrate tefheory of Thermal Conductivity of SolidsM.: Higher
perature. Their optimal values for the generation afchool, 1985- 480 p.
multicomponent flows have been determined,; 10.Gupta S.C. TheClassical Stefan Problem:

- itis shown thatnicrohardness and Young's mod-Basic Concepts, Modelling and Analysisimsterdam:
ulus decrease with decreasing fractal dimension of thgsevier, 2003- 385 p.
coating structure. Note also that the fractal dimension 11.Yurov V.M. Some questions of physics of sur-
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¢ bstract

To determine the average time and time distribution function for the successful implementation of a computer
"DDoS attack " on the elements of the telecommunications network of railway transport (TOM&MHhnds: To
solve the problem, the methods of general systems theory, information security theory, probability theory, queuing
theory, as well as the method of topatad transformation of stochastic networks were used. The calculations
were performed using the MathCAD software pack&gesults:We propose a mathematical model of the process
of implementation by the violator of the "DDoS attack" on TCNRT and finding the probaktiéistigoral charac-
teristics of the cyber action system of the violator, the purpose of which is to disrupt thertetispmanagement
processPractical relevance:The proposed model provides for finding the initial data for a comprehensive as-
sessment of the stability of the functioning of the TCNRT, functioning in the conditions of the cyber impact of the
intruder onthe network elements of the TCNRT. It has been established that this model adequately reflects the
modeled process, is sensitive to changes in input data, allows obtaining results consistent with logic, as well as
identifying appropriate directions for smring the cybersecurity of TCNRT.

Keywords: Computer attack, DDoS attacks, topological transformation of stochastic networks, equivalent
function, two moment approximation method.

1 Introduction is blocking of control information, violation of the es-

At present, in many countries &gt world, includ- tablished operating modes of systems for collecting,
ing the states of the European Union and the eastgrrocessing and transmitting information to AIPCS, fail-
countries and the Commonwealth of Independenires, failures in the operation of telecommunication
States countries, there is a growing understanding pétworks of railway transport ONRT) [5, 6]. The
the importance of solving global problems of transpomvorks [7-12] present the most known types of computer
complexes. This is primarily due the requirementsto at t ac ks at present, of which
improve the safety and efficiency of transportationuted Denial of Service) occupy a special place. The
with the growth of the mobility of society, the need tgrevalence of this type of computer attack is due to the
reduce the impact of transport on the environment arsiimplicity of their impgementation and the severe con-
others. In solving these problems, the most importasequences after its completion.
place is occugd by the creation and use of intelligent Thus, the task of assessing the capabilities of an
transport systems {4]. They accumulate and integrateattacker to carry out a "DDoS attack” on the elements
the advanced achievements of modern research and déthe telecommunication network of railway transport,
velopment in the field of telecommunications, infor-which is one of the main componermtf intelligent sys-
mation technology, intelligent systems methods, angms of railway transport, is actualized. This article dis-
satelite positioning technologies, transport informationcusses a model of the process of carrying out a com-
and telecommunication systems. puter attack of the "Distributed denial of service" type

Intelligent railway transport systems require closen the elements of TCNRT and provides an example of
communication between operators (passengers) and ttaculation. The mdel makes it possible to assess not
infrastructure and railway trains, which exchange inforenly the potential capabilities of the attacker, but also
mation basedn a telecommunication network and authe time spent by him on the implementation of a
tomated information processing and control systeMlsDDo S attacko on the networ k e
(AIPCS). The complexity of ensuring the stable opera- 2 DDoS attack process model to Telecommuni-
tion of a modern telecommunications network of rail- cation network
way transport has recently increased due to an increase Thee is TCNRT, which includes routers,
in the fequency of information impacts on its elementsswitches, servers, modems and multifunctional sub-
Information influences are carried out by an attackegcriber terminals. Let us assume that the network ele-
through computer attacks (CA), the purpose of whictments of the TCNRT function in the conditions of
is the main production process implemented at the td/DDOS attacks" by an organized attacker (fig.1).
get object. The result of the impact of compuatiacks



26

The scientific heritagblo 64(2021)

Railway
infrastructure

channels of
connection

Operators
(passenger s) of
railway transport

Y\
Command
& Control

channels of
connection

Cloud provider 3

Railway company
r -

Victim’s infrastructure

Automated information processing and control systems
(AIPCS) and Telecommunication networks of railway

transport

Railway trains

channels of
connection

Figure 1 The place of the telecommunications network in the management of railway transport and DDoS at-

tack on its elements

To implement a "DDOS attack”, the intruder conyerage timef, with a time distribution functior¥ (1)

figures and launches a program that generates a
sends requests in an average tifpewith a time dis-

tribution function\W(t) . Then he proceeds to deter-
mine the ative elements of the attacked TCNRT, typeéﬁjl

. The ability to connect to the attacked server is charac-
terized by probabilityFy

s @nd receiving a response

bout its state occurs after an average tﬁwvith a

or versions of operating systems, as well as netwotkne distribution functionU (t) . If access is not ob-
services for an average tintg, t_3 f,, with distribu-  tained, the intruder sends a repeated request for an av-

tion functions M (t), D(t), L(t). The intruder per- erage timefy with a time distribution functioV/ (t) .

forms these actions successfully with probabilif®s

In case of successful implementation of all private pro-
cesses, an organizéntruder sends a large number of

P, d B, and accordingly. The calculatid®}, P, d P,  anonymous false connection requests and due to an
is carried out using [£37]. If at least one of the listed OVerflow of RAM (random access memory), the server
private processes failed to be implemented by the orggduipPment of the TCNRT will not be able to process
nized intruder, then they are resumed with probabilitig§duests from legitimate users. This blocking of servers

(1- B), (1- B) and(1- B,), accordingly, after an is carried ot in average timef;jwith the distribution

average timefy with the distribution functionZ(t).

Next, the intruder analyzes the received data atet-de
mines the vulnerabilities of the elements of the attackdd@ € k e r

network for an average timt_g with a time distribution

function N (t) . Itis required to determine the average
time and the time distribution functiok (t) for an at-

t o i mpl e nletusrepeesefitDDo S

the process described in the problem statement in the
form of a stochastic network in Fig. 2. The random time

function K (t) . After the successful implementation ofof implementation of private processes is characterized

the above private processes, the intruder sends requé®ts an exponential distribution. The probabilities
to connect to the servers of the attacked TCNRT,inaR =B, = 8 R take on the same values.

a
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Figure 2 Stochastic network of the "DDoS attack" process

Let's assume that in a stochastic netwoi(s), -m(9Qd$ P@L OP -¢
m(9, z(9, d(9).1(s). k(9. ¥(9). V(9. u(9) -m(93 & P O eXx
andN(9) i and is the LaplacStieltjes transform of the _ v P) \&.

corresponding distribution functions, in the specifie%econd order loops:
formulation of the problem, defined as '

o . -m(9@ Ry 21§ ¥ )
r(s) = fpxp( st)d[R(9] =i M3 PAOR- &k @)s (9
In order toodetermine the equivalent funlction (Fig? m9QLy PC(l @2 €k (s (V.

2), we close the input and output of the stochastic net- Usin:g Mason's equation

work with a fictitious branc@a(s)zﬁ andlistthe H =144 ( B Q@) 0, where areQ(9) the
S Z

i=1

loops of the first and second orders [18]. equivalent firstorder k -loop functions, we define the
First order hinges: equivalent stochastic network function:
-m(9@ ) 1G;
Qs R)= w3 @3 (P KOW)s Ws(Ps,/ PO O
T 1-m9 @ R) APl @F P P (I)s PgANKO P-(VYs W
+m(9 @ B 4P yrOV)sglo @)©,P+(ds(@s+Hg O
Since(1), by definition, is a characteristic func- Calculation of themathematical expectation and

tion, its differentiation makes it possible to find the firstvariance allows, with sufficient accuracy for engineer-
and second initial moments of the random time of reairg calculations, to determine the distribution function
ization of the modeled process: of the time of the successful implementation of a

de Q(sR) o "DDoS" attack as an incomplete Gamma function [18]:
M.(s, R) = ?Séqsz—onﬁ)) O
e : b &0, if t<O0;
]
FOO)=S1Y 7 s o s C(2)
2 A = -1 -
MysR)=L S ASB) 2 M@ @ it e
ds’ aQ(s=0, P) 1, I'o
— 2
Where is the g :[tm(P')] - shape parameter;
Hence, the average time to implemartDDOS" D(ty
attack is:

'

- is the scale parameter.

\ t.(P)
- _ de QsPk) m=———
L(P)= —ée— —"= U D(t)
dsgqs=0, P) g
3 Results
The di . f the imol L f th Calculations were made using formula (2), the re-
"DDOSe |sp|slrsd|0? Odt € |r|rq1p ementgtlon tlmle ort &ults of which are shown ig. 3. The following values
_ .attac efined as the secon_ central momegt o average time of implementation of private pro-
D(t,) . is represented by the expression cesses were used as the initial data:

D(t_m):d—ze AsP) o £ d @sp t=2min.t, =7min.f; $mini, &mir

2
L
dFEQs=0,P) g 1 ds §s0, P, §
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Figure 3 The function of distributing the time of the "DDoS attack

4 Conclusions (PIARC). Boston; London: Artech HousE999.- 434

The analysis of the obtained results shows that the
developed model of the process of implementation by 5. The architecture of intelligent transport systems
the intruder of the "DDoS attack " on the elemesfts as an example uU.S. DoT TS/
TCNRT is sensitive to changes in the initial data, alwww.iteris.com/itsarch/index.htm
lows obtaining results that do not contradict logic, ade- 6. Kotsynyak M. A. Stability of informtion and
quately reflects the process of a computer attack atelecommunication networks / M. A. Kotsynyak, I. A.
allows the probabilistitemporal characteristics of the Kuleshov, O. S. Lauta St. Petersburg.: pub. h. Poly-
intruder's cyber impact systemrdBabilistictemporal technical urty, 2013.7 92 p.
characteristics can be used as initial data for a compre- 7. Ensuring stability of information and telecom-
hensive assessment of the stability of the functioning afiunication networks in the conditions of information
the TCNRT using models [17, 19]. The simulation reantagonisni M. A. Kotsynyak, A. I. Osadchiy, M. M.
sults show that the main influence on the success of Kotsynyak, O. S. Lauta, V. E. Dementiev, D. Yu.
intruder in aDDoS attack on the elements of TCNRTVasyukii St. Petersburg.: LO TSNIIS, 2014126 p.
is exerted by the parameters reflecting its accessibility 8. Zegzhda D. P., Ivashko A. M. Bases of safety
to network elements, the methods of identification andf information systemd. Moscow: The hot liné the
authentication of legitimate users used in TCNRT, abelecom, 200.7 452 p.
well as the level of training (qualification) of thi®la- 9. Konakhovich G. F., Klimchuk V. P., Spider S.
tor. To increase the security of the TCNRT from théd., Potapov V. G. Information security in telecommu-
cyber impact of the intruder, it is advisable to implenication systems. K.: "MKPress", 2005. 288 p.
ment the organizational and technical measures out- 10. Technical means and methods of information
lined in [20]. security: The textbook for Higher education ingions
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